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The invention pertains to a healthcare information manage-
ment system which enables a patient to take possession and
contro! of his healthcare information provided by a plurality
of generally unrelated healthcare practitioners and pharma-
cies, comprising a cenfral database, a portable access device
provided to each patient, and a computer system at each
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FIG. 10
READ/WRITE ACCESS TO USERS
PATIENT | PHYSICIAN | PHARMACY | DESCRIPTION
X W X Physician Registration
X X RIW Pharmacy Repistration
RIW X Ix Patient Registration
RW R R Personal Information
RIW R X Emergency Information
RIW R R Insurance Information
RIW RW R Health Care Providers Information
RIW R - R/W ' Preferred Pharmacy fnformation
RIW RIW X Current Health Conditions
R RIW X Physician Observations and Prescriptions
‘R R RIW

R =>Read Only Access
R/W=>Read ad White Access -
W => Write Only Access

X =>No Access

Pharmacy Prescriptions Fulfillment
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1
SECURE ELECTRONIC HEALTHCARE
INFORMATION MANAGEMENT PROCESS
AND SYSTEM

This application claims the benefit of our prior Provisional 5
Application No. 60/191,023 filed on Mar. 21, 2000, which is
hereby included herein by reference.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The invention relates methods and systems for managing
healthcare information of medical patients using a central |
compuier database which is accessible to remote clients, por-

table access devices such as smart cards, and distributed ;g;

computer systems at medical practitioners, plidnnacies, |

insurers, and other medical providers. |
2. Description of the Prior Art —_—
In a Jarge multi-discipline medical clinic sefting it is cvs-

tomary to maintain a common database of the patient’s medi- 29

cal data which can be accessed by different practitioners who
may treat the patient from time to time. The same database
may also be used for billing and coordination of insurance
benefits, The practice of maiixtaining a common database has

obvious benefits and efficiencies compared to the option of 25

eachhealthcare providerkeeping separate records. One major
benefit is that a practitioner providing treatment to a patient
can access the patient’s entire health record, which may be
relevant to the current treatment. A central datebase is a much

more efficient way to provide data than relying on the patient 39

to relate the important information to each practitioner or
having all of the practitioners confer with each other. How-
ever, few patients are able to rely on a single clinic for all of
their healthcare needs, and many patients rely on an assembly

specialties, dentistry, eye care, unconventional treatments,
pharmaceuticals, and the like.

Most patients mustrely on asystem where their records are
distributed among a number of healthcare providers, physi-

cians, dentists, nurse practitioners, unconventional practitio- 4o

ners, pharmacies, opticians, laboratories, and etc. This creates
many opportunities for error. A physician may prescribe
drugs which interact adversely with other drugs the patient is
being given by another physician, or wiich ave confraindi- *

cated fora condition which is being treated by another phy- 45

sician, In an environment where patients are treated by unre-
Iated practitioners, as is often the case; it is likely that emrors
inprescribing will take place. Even when asingle physicianis
treating a patient, there is room for error in computing the

dosage and selecting the proper drug name, for instance sp

among several related drugs with similar names.
Pharmacies can improperly fill a written prescription due

to misreading of a handwritten prescription. Due o similari-

ties in the trade names of drugs, even electronic prescriptions

are subject to emrors. S

Another problem s lack of feed back that a prescriptionhas
actually been fulfilled by a patient. A doctor who prescribes a

the prescription, and continues to refill the prescription as
required from time to time, In the case of elderly patients,
impoverished patients, or the mentally infirm this is not nec-
essarily a good assumption. In the current environment, there
is no feed back that a patient ever fills a prescription ar
continues to refill the prescription for physicians and patients

medication can only assume that the pafient actually secures J

outside of a large integrated clinic setting, Errors due to 65

mismanagement of prescriptions and medications haveled to
several thousands of lost lives in the United States alone.

2

Smart cards have been proposed for containing general
patient information, emergency contacts, allergies, condi-
tions and the like.

U.S. Pat. No. 5,943,423 teaches use of a smart token sys-
tem (stnatt cards) fo facilitate secure transactions, fncluding
storage and transmiftal of patient medical information. U.S.
Pat. No. 5,995,965 teaches use of a smart card to access data,
such as health data, in remote databases. U.S. Pat. No. 5,899,

" . 998 teaches a method and system for maintaining computer-
10
* database, U.S. Pat. No. 5,974,124 teaches a method and sys-
. tem for taking patient medical readings, storing them on 2

ized medical records ina distributed system without a central

smart card, and uploading the data to a primary computer.

| US. Pat, No. 5,628,530 teaches a method and system for

tracking the demographics of starter drug samples using
smartcardsto track the prescriptions. U.S. Pat. No. 6,011,858
teaches a memory card containing a biometric template of a
user for security and verification purposes.

There is a need for a healthcare information management
system which gives a patient using the services of a variety of
generally unrelated healthcare practitioners and providers
with control over their health records and the ability to pro-
vide comprehensive access to the patient’s health records as
would oceurina centratized clinic setting to in effect create a
virtual medical clinic. ’

There is a need for methods and systeins for improved
prescription preparation and fulfillment based on use of a
patients comprehensive digital health history which provides
verification of proper choice of medication and proper fulfill-
ment of the prescription by a pharmacy.

There i3 a need for an improved method and system for
prescription preparation and fulfillment which provides auto-
matic feedback when a prescription Is fulfilled, in order to

of warelated practitioners for primaiy medical care, medical 35 "educe etrors relating to medications.

SUMMARY OF THR INVENTION

The invention involves methods and systems for managing -

healshcare information of medical patients. An ifnportant fea-
ture of the methods and systems of the invention is that they
provide patients with possession and control of their medical
information records and provide the capability to make thena
available on a selective basis fo various healthcare practitio-
ners as needed for efficient treatment while preserving the
patients’ privacy, :

In a large multi-discipline medical clinic sstting it is cus-
tomaty to maintain a common database of the patient’s medi-
cal data which can be accessed by different practitioners who
may treat the patient from time to time. The same database
may also be used for billing and coordination of insurance
benefits. The practice of maintaining a common database has
obvious benefits and efficiencies compared to the option of
eachhealthcare provider keeping separate records. One major
beuefit is that a practitioner providing treatment to a patient
can access the patient’s entire health record, which may be
relevant to the current treatment. A central database s a much
more efficient way to provide data than relying on the patient
to relate the important information to each practitioner or
baving all of the practitioners confer with each other. How-
ever, few patients are able to rely on a single clinic for all of
their healthcare needs, and many patients rely on an assembly
of unrelated practitioners for primary medical care, medical
specialties, dentistry, eye care, unconventiona] treatments,
pharmaceuticals, and the like.

The instant invention provides methods and systems which
allow a patient to assemble a unique virtual medical clinic,
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3
where the various practitioners and providers are joined
together by the methods and systems provided, to share infor-
mation.

An embodiment of the invention is a-bealthcare informa~
tion management system which would serve a group of medi-
cal patients, healthcare practitioners (physicians, dentists,
chiropractors, nurses, herbalists, pharmacies, efc.), and other
associated parties such as hospitals and insurance providers.
The system provides for continuously updated healthcare
history of patients in acentral databaseand on portable sccess
devices, which are preferably smart cards carried by.patients.
Use of the system, provides the benefits and convenlences of
a common dafabase meintained by a “rea” clinic. One sig-
nificant example is a superior method miunnanonmanaga-
ment with respect to medications and processing of prescrip-
tions for medications.

Aheslthcare information management system comprisesa
central database system which is accessible to remote com:
puter systems; a plurality of remote computer systems lomwd
at healthcare practitioners, pharmacies, patient members, and
other parties such as insursnce providers; and a plurality of
smart cards, at least one smart cand for each patient.

‘The central database system comprises a network server

5

4

to the Intemet and as a minimum is capable of sending and
receiving electronic mail. The software operating the practi-
tioner’s computer system contains functionality which
enables the systein to read apatient’s medical history from the
patient’s smart card, and to write a report of treatment to the
smart card, and if required to write one or more medical
prescriptions for fulfillment at a phammacy in a format which
can be read by the computer system at a pharmacy and con-
taining a digital signature identifying the practitioner. The
software preferably provxdesﬁmcthnamyforau&mncatmg
the ideatity of the user, preferably by comparing a biometric
measurement to a reference, prior to accessing the smart card

- and granting access to the card based on the rights assigned

the particular user. The practitioner’s computer system
optionally contains software for assisting the pmcﬁtinner\
with prescribing medications based on a patient’s health his- |}
tory information and properties of the various medicatlons.
The software comprises functionality to contemporaneousty
send an electronic message containing a copy of the prescrip-

ion to the Central database system whenever a preseription is

written fo a patients smart card, and preferably to send an
electronic message containing the prescription fo the patients

. preferred pharmacy (address read from the smart card). The

ibrcommummﬁngwﬂhthevmouuemoﬁeeompu&sys— ’

tems. Commumcamnmaybeovenhelmmet,o!harnet«

‘worb,tdephone,oroﬁxersmtablemmm The central data-;

base gystem further comprises a central datshase and
dahbaeesemrforstomgandmmgmfommnabm
medical patients, medical practitioners, pharmacies and '
insurance providers. In particular, the database contains |

| health histories of the medical patients and records of treat-
! meat by medical practitioners itcluding records of medical
| prescriptions issued by medical practitioners and fulfillment |

of medical prescriptions by pharmacies, The network server |
is opeiated by software whichallows comnmnication with the |35
remote compufer systems and transfers information to and |
from the database server for maintenance of the database and °
for providing patient specific information to medical pracu

tioners, phiarmacies, medical patients, insurahce providers,
and other authorized parties. The cenfral database system
Turther comprises an application server which provides soft-
ware which assists medical practitioners in prescribing medi-

. cations and assists pharmacies in confirming the smtablhty of

amedication for the patient.

The health care information. managemeat system further
inclodes a plunality of portable access devices, preferably
smart cards, which are provided to patients. The smart cards
include data domains whicli comprise the patients demo-
graphic, personal, and emergency information, medications
taken, health history, records of recent medical treatment, and
particularly prescriptions for medicines prescribed by medi-
cal practitioners, and a record of fulfillment of thoseprescrip-
tions by pharmacies, The data domains are secured so that
different domains are accessible only by authorized parties,
with different access privileges.

The health care information management system includes
a plurality of computer systems Iocated at healthcare practi-
tioners, each systemn comprising at least one computer and
peripherals, Each system may be either a single computer or
a local network in a healthcare office, The healthcare practi-
tioner’s computer system includes a device reader capable of
reading from and writing to the portable access device under
control of the healthcare practitioner’s computer system, at
least one external communication device, and preferably a
biometric device for making a biometric measurement to
verify the identity of the healthcare practitioner. The practi-
tioner’s computer system is preferably capable of connection

30

ﬁo

45

35

6

i)

65

software also has the capability for affixing the physicians
electronic signature to an email prescription sent to the phar-
macy sothat the email could beusedas a vatid prescription for
a patient without a smart card. .

The health care information management system further
includes a plurality of computer systems at pharmacies.
Thesesystems comprise the same components as ahéalthcare
practitioner’s system, though with somewhat different soft-
ware, and a scanuer for reading a code from a medicine
container. The code is preferably a universal bar code which
identifies the drug contents according to a predefined stan-
dard. The software operating the pharmacy compufer system
enables it to read a prescription from a patient’s smart card.
The software also allow the pharmacy computer system to
_ recognize digitally signed “electronic prescriptions” received
as e-mail for a patient without a smart card, The drug is then
secured and an identifying code is scanned from the con-
tainer. The sofiware enables the computer system to compare
the prescribed drug with the scanned result and verifies that
the prescription is correct. If verified, the prescription s filled
and the smart card is updated to indicate that the prescription
has been filled. If more than one refill was prescribed, the
refills remaining are decremented, and the card is electroni-
cally signed by the pharmacy. The software is programmed
such that the pharmacy computer automatically sends elec-
tronic messages to the prescribing medical practitioner and
the central database confirming that the prescription has been
fulfilled when the smart card is updated. Electronic messages
are also sent to the practitioner and to the central database
system when the pharmacist indicates that an electronic pre-
scription, received by e-mail, has been filled.

The health care information management system further
includes a plurality of optional patient computer systems.
Patient systems comprise a computer, smart card reader, and
preferably a biometric measurement device and an Intemet
connection, Thepatient system comprises software fo allow a
patient to input health history, personal data, emergency con-
tacts, health practitioners, pharmacies, insurance providers,
and others. The software allows a patient to read but ot
modify records of treatment or prescriptions.

Most of the writings to the card are in accordance with a
predetermined format and are encrypted so that they can only
be accessed by members who have authenticated themselves
to the system, The exception is certain identification, medical
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summary, and emergency contactinformation which could be
left aceessible to anyone with a proper card reader.

* The pharmacy computer systems, healthcare practitioner
computer systems, and patient camputer systems may be
operated in a stand alone mode as described above, or a
connected mode where they are connected to the central
database over a network, such as the Internet, or a direct
phone connection, satellite transmission or other connection
means. When the local computer systems are operated in the
mode where they are connected to the central database sys-
fem, both the smart card and central database are simulta-
neously updated with the new information when the smart
card is updated as described above. Siuce the smart card can
also be used with the Jocal computer in the standalone mede
it is possible for the smart card to have more recent data than
is present on the céntral database. For this reason, the central
database is updated and the smart card and central database
synchronized, whenever one of the local computer systemsis
run in the mode where it is connected fo the central database
and thesmart card is written to by the local computer system.

'Iheabilitym operate in both modes is a critical feature of
the invention, Thesmart card has theadvantage of availability
sad mplicny However, the smat card has limited storage
capacity so it will not always be able to hold an entire health
file which will reside on the ceniral database, On the other
hand, practitioners and phanmacies are likely to serve a mix-
ture of patients, of which only some will be members of the
health information management systems, It, therefore, will
notalways be convenient for practitioners to establish contact
with the central database when serving a patient.

The healthcare information managernent system may be
used to provide fiatients with the capability of assembling a

- virtual bealthcare dlinic by enrolling healthcare practitioners,
pharmacies, and patients into a healthcare information man-
agement sysiein equipped as above, Patients conld choose
enrolled pmctmmandpmvidedm-mmmwmﬂwy
seek treatment. A practitioner wonld have access to the
patients medical history and would add a record of treatment
and possibly a prescription. The patient could take the card to
a pharmacy to get a prescaiption fulfiiled. The pharmacy
system would read the prescription, choose and verify the
prescription electronically, fulfill the prescription, and elec-
tronically notify ﬁxeprescnbmgpmcnuonerﬂmlhe prescrip-
tion was fulfilled.

Carrying the prescription on the smart card is particulady
convenient for a patient, since the -prescription can be
accessed by any enrolled pharinacy for issuance of refills,
without thie need fo contact the prescribing practitioner or the
original pharmacy. As seen in the embodiment below, the
system generates automatic notification to the prescribing
practitioner when a prescription s being fulfilled, so that
there is a record that the patient is complying with the pre-
scribed regimen.

Another embodiment of the invention i a reliable, secure,
closed Joop method of managing a medical prescription
issued to a patient, comprising the following acts:

1. A healthcare practitioner starts up the software on the

practitioners compufer system and authenticates o the

health information system software, preferably using a ¢,

biometric measurement, such as a fingerprint identifica-
tion.

2. The medical practitioner chooses a prescription for a
patient and enters it on the prescription form. As part of the

35 systems for improved

6

4. The practitioner’s computersends an electronic copy of the
prescription to the central data base and to the patienf’s
preferred pharmacy’s computer system (whose address it
reads from the smart card) contemporaneously with writ-

5  ing theprescription to the smart card.

5. The patient presents the smart card to a pharmacy, which
may or may not be the preferred pharmacy.

6. A pharmacist at the pharmacy accesses the pharmacy com-
puter system and authenticates to the health information

10 system software. The smart cacd is read and the medication
is identified, Alternatively, the medication is identified -

{rom an “electronic prescription” in the form of a digitally
signed e-mail. A container of the medication is procured
_and the bar code is scarmed. The computer system identi-

15 fies the medicine correspanding to the bar code and com- *

pares it to the medicine prescribed. If it is the comect
medication the pharmacist dispenses the drug, and the
pharmacy computer system updates the smart card to indi-
cate that the prescription has been dispensed. The refill

20 counter is decremented and the card is signed with the

pharmacy’s electronic signature,

7. Contemporageously with updating the smart card, the
pharmacy computer system sends electronic messages to
the healthcare practitioner’s computer system and to the

25 central database indicating that the prescription bas beea

fulfilled.

An object of the invention is fo provide methods and sys-
tems which allow patients utilizing a variety of generally
unrelated healthcare practitioners and pharmacies fo have

30 possession and control of their medical records and fo make

their records available to their healthcare providers in a

prompt, reliable and secure manner to improve the quality of -

their healthcare treatment.
A further object of the invention i3 fo provide methods and
computer assisted prepacation and ful-
fillmentofmedical prescriptions based on the patient’s digital
health records and verification that the proper medication has
been chosen by a practitioner and fulfilled by a pharmacy.
A still further object of the invention is an improved elec-
40 tronic medical prescription method and.-system which pro-
vides feedback that a prescription has been fulfilled.

BRIEF DESCRIPTION OF THE DRAWINGS

45 These and other features, aspects and advantages of the

present invention will become better understood with regard
to the following description, appended claims and accompa-
nying dmmngs, where:

FIG. 1is an overview block diagram of a healthcare infor-

50 mation management system.

FIG. 2 is ablock diagram of a typical healthcare practitio-
ner’s computer system.

FIG. 3 is a block diagram of a typical patient’s computer
system.

5 TPIG.4is ablock diagram of a typical pharmacy®s computer

system.

FIG. § is a flow chart of the use of the system by a health-
care practitioner.

FIG. 6 is a flow chart of the use of the system to fill a
prescription in a pharmacy.

FIG. 7 is a flow chart of the use of the system to check
insurance coverage.

FIG. 8 is a block diagram of the central database system.

procedure, the practitioners electronic signature is entered 45 FIG. 9 show a typical domain allocation of a smart card.

onto the prescription.
3. The prescription is written to the smart card.

FIG. 10 is a table of a typical read/write allocation of files
to members.
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DESCRIPTION OF THE PREFERRED
EMBODIMENTS

Theinvention pertains to a healthcareinformation manage-
ment system which can be used to manage the composite
‘medicalinformation about apatient into a single virtual medi-
cal clinic notwithstanding the fact that the patient may utilize
the services of a number of different healthcare practitioners
and service providers who are generally unrelated except for
enrollment in the healthcare information management sys-
tem. A patient benefits by having possession and control over
his medical healthcare records which he can selectively make
available to healthcare practitioners. A patient also benefits
from improved quelity coutrol in his healthcare treatment as
is manifested by a closed loop medical prescription method
which includes automatic electronic verification that the
medicine physically dispensed by the pharmacist is the one
prescribed by the practitioner, and feedback to a practitioner
that a prescription given to a patient has actually been ful-
filled.

Referring to FIG. 1, the healthcare inf(.eration system

comprises a central database system 1, a plurality of portable”

access devices 31, preferably smart cards, one for each
enrolled patient, and a plurality oflocal computer systems for
accessing the smart cards and the central database by health-
carepractitioners 2, pharmacies 4, patients 3, and optionally
others 5 and 6. Each class of local computer system has
particular hardware and software fo serve the fonctions of that
class of user. The healthcare practitioner’s systems, phar-
macy systems, and patient systems have appropriate read/
write units to access the cards, and software operating their
computer systems to access data on the cards which is
encrypted and written according fo a particular format. The
coniponents'in FIG. 1 are shown with only one member of
each type for convenience, however it shionld be understood
that there are many Jocal servers and smart cards, and prefer-
ably one central database system.

The central database system, the local con;puter systems
and the smart cards work together to provide the healthcare
information system. The central database system coritains a
single database which is the ultimate archive of member
patients’ health records. It contains software for inanaging the
database and for obtaining data from the local computer sys-
tems and presenting data to the local databases. A patient’s
healthcare practitioners, phanmacists, the patient, and other
authorized parties such as insurance companies, may access
thatportion of a patient’s health data that they are authorized
to access through: a local computer system by an external
connection, generally a network such as the Infernet. A
patient’s general health history and records of recent treat-
ments by physicians, murses, dentists, and other practitioners,
prescriptions, insurance status, and other relevant infonna-
tion such as demographic data and emergency contacts are
also contained on the patients smart card. Because of the size
of a smart card, all of a patient’s information will not gener-
ally fit on the health card. Bach local computer will have the
capability of completing a transaction using the smart card
alone ina stand alone mode or the smart card in combination
with fhe central database system in a combination mode.

15

1

o

8

deductibles have been met or plan maximums have been
reached) are downloaded to the hard card. Files which have
been updated are flagged. When a smart card is full the oldest,
flagged files will be overwritten, so that the most recent data
will remain on the card. )

The ability to operate in both standalone and connected
modesis acrifical feature of the invention. The smartcard has
the advantage of availability and simplicity. However, the
smartcard has limited storage capacity so it will not be able to
hold an entire health file which will reside on the smart card,
‘On the other hand, practitioners and pharmacies are likely to
serve a mixture of patients, of which only some will be
members of the health information management systems, It,
therefore, will not always be convenient for practitioners to
establish contact with the central database when serving a
patient.
- The structure of the system, Jeads to unexpected benefits.
One benefit is a closed loop method for preventing errors in
dispensing pmscnpuon medications. The system provides
software to aid in prescribing medications during the pre-
scriptionprocess whichcan bebased onthe healthhistory and
other data which is available in digital form, fransmission of

““error in reading the prescription and allows for automatic

a5

verification that the correct medication is being dispensed by
acomputerized process of comparing the efectronic prescrip-
tion with identification scanned from the medicine bottle.
Electronic confirmations are exchanged among the central
database, a prescribing practitioner and the pharmacy con-;
firming that a prescription is on the way aod has indeed been;
fulﬁﬂed.'merefoxeailmajorpomufemrmmmmy
eliminated.

A central database system is shown in FIG. 8. The centraﬁ
database system is shown as three servers  application server,;
a network server and a database server, The designations of
the servers and their functions is typical bt not limiting to
invention. In particular there may be many servers of each
lypeonhefuncmnabtymaybedxsmbmddxﬁmnﬂymng
the servers than what is indicated, in ways which will be well
known to those skilled in the art, Servers are preferably stan-;
dard machines available from HP, Sun, etc. UNIX or,

!
i
f
|
the prescnptmn via the smart cards reduces the chances of ;
{;

" Microsoft Windows are some of the operating systems ﬂmt

45

50

55

Whenever a smart card is accessed as part of atransactionin 60

the combination mode the new data is provided to both the
central database and to the smart card; also at each access to
the smart card the contents of the smart card and the central
database are synchronized—new data placed on the smart
card in standalone mode is uploaded to the central database
and new data which has been added to the database about a
patient (such as insurance status—payments, whether

65

can be used. Servers should have adequate disk space aud;

* memory and high speed network connection.

The. Application server contains software for d1sp]aymg
forms which will be sent out over the network to Jocal com- |
puter systets to collect data from the users, and to send data |
to be displayed on the local systems. A preferred format is '
world wide web based interface for the application pages,
with routines to query the local systems or the database server
and make indicated comparisons and choices. Preferably -
SQL database tables are used for data storage. The pages and
routines comprise the following:

1.Signon.
a) Log in and authentication of existing users, followed by
access to authorized files. Registration of new patients,
healthcare practitioners, pharmacies, and other autho-
rized users.

2. For a patient

a) Choice of whether to access data from the central data
base or the smart card.

b) Pages for input and review including registration infor-
mation, personal information, emergency contact infor-
mation, insurance information, healthcare providers,
preferred pharmacies, current health issues, treatment
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records (read only) from healthcare providers, prescrip-
tion records (read only access).

¢) Choice of whether to update central database and syn-
chronize central database and smart card.

3. For healthcare provider.
a) Choice of patientand choice whetherto access data from

the central data base or the smart card.
) Read only access to patient provided input data and data
by other parties Including insurance providers,
c)Fomxsbmputncwrecoxdsofn'edmeunmdpresmp-
tions and ability to review prior records,

d)Opnomlacceusloakwwledgebmﬁ»rcompn!erbmad |

assistance in prescribing, comprising drug selection |
assistance based an the entered diagnosis, calculation of i
dosage based on patient age, weight, hisfory, and other
medications used, dosage timing, drug interactions
checker, identification of side effects and ptecaunons,
and the like.

€) Choice of whether to update central database sud syn-
chronize central database and smart card. Prescriptions
are electronically signed at the healthcare provider’s
local computer system during updaling.

1)Send electronic messageto preferred pharmacy and cen-

5

20

tral data base if prescription written. . 2

4, For apharmacy -
a) Choice of patientand choice whetherto access data from
the central data base or the smart card.
b) Read only access to patient provided input data

c)Access to prescnptxons outstanding, 30

d) Ability to receive scan code from a medication and
zoftware to compaxewhetherms the drug prescribed as
read from the electronic prescription.

€) Optional access'to a knowledge basefor cmnpumbazed
assistance ini checking the prescribed
tions with other medications that the patient is taking as
indicated in the medical- history, contra indications
which may be present based on the patients medical
history, and adverse side effects to warn the patient

dmgform:mc 35

about. 40

1) Choice of whether to update central database and syn-
chronize central database and smart card. Prescriptions
electronically signed at the pharmacy computer system
during updating and the refills counter is decremented

based on the quantily of medication dispensed. 45

5., Other Users—Optional
d) Pages may be provided for inputs from insurance pro-
viders, indicating status of coverage; co-payment fo be
collected, patient paid deductibles and whether the
deductibles have been met,
b) Pages may beprovided for inputs from providers suchas
laboratories.

6. General Purpose functions

50

a)Software routines to interact with the network serverand 55

database server.

b) Sofiware routines to interact with the local client com-
puter systems to synchronize the contents of the smart
card and the central data base. The database and smart

card may contain different information due to use of the 60

card in one of the local computer systems in the standa-
lone mode (witbout connection to the central database
system)in which case the card has data which the central
system does no possess. Altematively, there may be

input from miscellaneous users, such as insurance pro- 65

viders, who communicate with the central database
directly without the smart card, in which case the central

10

database has information which s not on the card. Files
on the central database and on the smart cards are
flagged when they have been transferred. During syn-
chronization, unflagged files are exchanged.

Various data pages are assigned different read/write status
to different users. An example of an assignment is shown in
FIG. 10.

Thedatabaseserver contains the central database ofhealth-
care data, and routines to access the data, iuput new data, edit
0 and delefe data and all the normal database management
functions, which are well known in the art, The database
server is preferably continuously backed up for infegrity of

the data.
The network server performs the usual finctions of pre-

15 senting to the communications network, preferably the public

Internet or a similar network. Communication over the net-
work preferably uses an encryption method such as secure
sockets Iayer (SSL)ortransport layer security (ISL) to insure
secure communication betwesn the eeniral database and the
local client computers. A higher level of security can be
obtained using virtual private networking (VPN) technology
over the Infernet or other similar network. All of these may be

implemented by routines and techniques which are readily.

available and well known to those skilled in the art.

FIG. 2 show a block diagram of a computer system 2 fora
healthcare practitioner, The system comprises a computer 20
which may be a stand alone computer ormay benetworkedto
anoffice practice or clinic network depending on the circum-
stances. The system has the usual input, display,
and storage devices as well a smart card reader/writer 22. The
computer system preferably contains a biometric authentica-
tion/verification unit 21 such as a fingerprint, iris or voice
verification unit for authentication of users, Alternatively, a
smert card which can be used in the smart card reader/writer

“periplieral 22 may be used configured to accept a password
and allowing only a limited nomber of attempts for access . °

may be used for authentication or a similarly functioning
software device which is located on the compufer hard disc,
such as a software smartcard. One préferred computer system
is an industry standard personal computer, with an Pentium I1
dual-CPU processor, 256 KB of RAM, 20 GB bard drive, 56K
modem and typical /O devices. A suitable smart card reader/
writer is the GEMPLUS GCR 410 as manufactured by GEM-
PLUS Corp. coupled to the computer with USB or serial
interface. The system is prefecably connected to the Internet
or-another network through which it can access the central
database system, and as a minimum be able fo send and
receive electronic mail through a public network, preferably

the Intemet. Of course, other similar computerandsmartcard =

devices are also acceptable.

The software on the medical practitioner’s system will
include functionality to operate as a client to the central data
base system, to send and receive data as indicated previously
inthe description of the central database system, fora health-~
care practitioner. The healthcare practitioner computer sys-
tem will also include on board the capability to perform the
functions in a stand alone mode, where it is not connected to
the central database system at all and relies solely on the
patients smart card to provide information about the patient,
to input a report of treatment and to wxite an electronic pre-
scription to the smart card. A preferred interface in either
mode is aworld wide web browser such as Microsoft Internet
Explorer 5.0. The healthcare practitioner system will be
equipped to operate the authentication device and authenti-
cate authorized users to the system as well as to the cemtral
database system if convected, The healthcare practitioner
computer system software preferably includes the capability
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to sign an electronic signature of user which is capable of
being ofbeing recognized by other members of the healthcare
information management system, preferably with a PK1 sys-
tem witha digital certificate supplied by a common certifying
authority and requiring autheatication of the user for activa-
tion. The healthcare practitioner’s computer system software
contains the drivers to write to the smart cards in a predefined
format used throughout the healthcare information manage-
ment system, to encryptand decrypt the data writlento orread
from a smart card. The drivers on the healthcare providers
computer system are used fo access the smart card in both
standalone modes or when used as a client to the central
database. The software on the healthcare practitioner’s com-
puter system interacts with the central database system to
synchronize the smart card and the central database whenever
the smart card is wiitten to while practitioner’s system is
operating in the client mode ta the centval database system.

A patient’s computer system 3 is shownin FIG. 3 compris-
ing a patient computer 30, a person smart health card 31, an
authentication unit 32, and a smart card reader/writer 33, The
computer 30, the authentication unit 32, and the smart card
reader writer 33, are equivalent to the comgarable units inthe
healthcare practitioner’s system.

Aportable access device is asmall devxce,prefarably small
enough to fit into a patient’s wallet. A preferred device is
smart card 31, but the invention conld be implemented for a
larger device such as a portable assistant, or the like, A smart
card is generally a small plastic card which is approximately
credit card size. The preferred type of smart card is a micro-
processor card which contains an- integrated circuit chip
equivalent fo a microprocessor, random access memory, read
only memory and non-volatile memory. Smart cards also
have a cryptographic co-processor that can process asymmet-
ric cryptographic algorithms. Smart cards have an inpat/out-
putport whichcan beeither contact type (usually a small gold
plate on the front) or contactless (use an electronic microchip
and antenna embedded inside). Either type is acceptable for
the inveation or a .combination of the two. Inputlompnt is
accomplished using a readerfwriter, -

Apreferred smart card is an ]SO 7816 card whichis PCISC

work group compliant. A suifable card is mamfactured by

GEMPLUS Corp. with the following specifications: ATMEL
Chip AT9) SC3232C, High Speed 8 bit RISC AVR (MCU),
Hardware Crypto Co-processor, 32 Kbytes Flash Program
Memory, 32 Kbytes EEPROM Data Memory, 1Kbyte SRAM
Data Memory, Microsoft Windows for Smart Card operating
systém. The smart card can be progratuted using Visual
Basic program, configured using the Microsoft Windows for

Smart Card Tool. -

The smart card devices may be conﬁguxed to require entry
of a PIN'to access the card, and to lock a card after a prede-
termined number of fncorectfries. Thisisa powerful security
feature for a patient since any use of the card must begin with

12
bﬂﬂyto perform the functions in astand alone mode, where it
is notconnected to the central database system atall andrelies
solely on the smart card. A preferred interface in ejther mode
is a world wide web browser such as Microsoft Internet
Explorer 5.0. The system will be equipped to operate the
authentication device and authenticate the patient to the sys-
tem as well as to the central databasesystem if connected, The
patients computer system software contains the drivers to
write to the smart cards in a predefined format used through-
out the healthcare information management system, to
encrypt and decrypt the data written to or read from a smart

- card. The drivers on the healthcare providers conputer sys-
" tem are used to access the smart card in both standalone

modes or when used as a client to the cenfral database. The
software on the patient’s computer system interacts with the
central database system to synchronize the smart card and the
central datahase whenever the smart card is written to while
practitioner’s system is operating in the client mode to the
central database system.

FIG. 4 shows a block diagram of a pharmacy computer
system 4, comprising a Iabel scanner, preferably a bar code
reader 42, in addition fo the compogents which would be
found on a heath care practitioner's system. The pharmacy
computer system is otherwise similar to a health practitio-
ner’s system. The software on the pharmacy computer system
will inclnde functionality to operate as 2 client to the central
data base system, to send and receive data as indicated pre-

- viously in the description of the central database system, for

30

40

apharmacy. The pharmacy computer system will also inctude -
on board the capability to perform the functions in a stand
alone mode, where it is not connected to the cenfral database
systew at all and relies salely on the patients smart card to
provide information about the patient, fo read an electronic
presciption, and to write a confirmation that a prescription
has been fulfilled and decrement the refill counter. A preferred
interface in either mode is a world wide web browser such as
Microsoft Internet Explorer 5.0. The pharmacy computersys-
tem will be equipped to operate the authentication device and
authenticate authorized users to the system as well as.to the
central database system if connected. The pharmacy com- .
puter system software preferably includes the capability to

‘sign an electronic signature of user which is capable of being;

recognized by other members of the healthcare information
management system, preferably with a PKI system with a
digital certificate supplied by a common certifying authority
and requiring authentication of the user for activation. The
pharmacy computer system software contains the drivers to
write to the smart cards in a predefined format used through-
out the healthcare information management system, to

$o encrypt and decrypt the data written fo or read from a smart

access expressly pranfed by the patient. This same feature;™

would preclude access to the card to the card by potential out
of system helpers in an emergency situation. The choice is an
option in the health information management systen.

The data on a smart card can be partitioned into domains as
illustrated in FIG. 9, and access to domains is individually
restricted to different users or classes of users, for instance
physicians, dentists, pharmacies, patients, opticians, efc., as
shown in FIG. 10.

The software on the patient’s conputer system will include
functionality to operate as a client to the central data base
system, to send and receive dataas indicated previously in the
description of the central database system, for a patient. The
patient computer system will also include on boatd the capa-

55

card. The drivers on the pharmacy computer system are used
to access the smart card in both standalone modes or when
used as a client to the cenfral database. The softwate an the
healthcare practitioner’s computer system interacts with the
central database system to synchronize the smart card and the
central database whenever the smart card is written to while
practitioner’s system is operating in the client mode to the
central database system.

The pharmacy software additionally contains drivers fo
operate the scanner, preferably a bar code scamer. Most
drugs contain a bar code label which uniquely identifies the
drug. When the prescription filling option is started the pro-
gram reads a prescription, identifies the medicine prescribed
and stores that medicine in a memory. It also causes the label
to be read by the scanmer and reads a label into a second
computer memory. The medicive corresponding to the con-
tents of the second memory is identified from a database and
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itis verified that the medicine is indeed the one prescribed. In
the alternative, if a match cannot be made the phamacist is
notified of the discrepancy and may resolve the matter.
Manual input of the drug name is also possible as an altema-
tive, Whena prescription is verified and fulfilled, that fact will
be entered on the prescription form and written to the smart
card, The refills counter, if any, will be decremented. Elec-
tronic messages are sent approximately at the same timeto the
prescribing practitioner and to the central database system
.confirming that the prescription has been fulfilled.

The major members of ahealthcare information system are
healthcare practitioners, pharmacies, and patients. In a pre-
ferred option of the healthcare information system, insurance
providers would alsa have'access to the system. Generally a
patient’s interaction with an insucance provider is indirect,
therefore an insnrance provider does not need.access to a
patient’s smart card, but could update patients’ files on the
central database, such as confirmatjon of coverage, deduct-
ibles, maximums, etc. The information would be available to
apractitioneror pbarmacy by contacting the central database.
The dafa jnputted by an insurance provider and preseat on the
central database would be synchronized with the card eack
time the card is written to in the combination mode when in
use by a practitioner, pharmacy or patient computer system,
and would then also be available for use by practitioners,
pharmacies, and patients in the standalone modeof opesation.
In this way, the smart card would serve as an advanced form
of insurance card, which would confirma current coverage, and
assure collection of deductibles and co-payments. Punction-
ality is optionally added to directly generate reimbursement
requests from the practitionsr’s report of treatmeat which
contains the procedure codes performed by the practitioner.

10

20

25

The reimbursement would be calculated from the procedure

" codes and the reimbursement per procedure taken from a file

applicable to the patient”s insurance carrier. The request for
reimbursement is electronically signed and forwarded elec-
tronically fo the insurance carrier. A similar procedure would
be followed for reimbursement of the pharmacy based on the
record of fulfilled prescription.

Another option is to provide access to opticians and other 40

suppliers of healthcare devices with access o read non-drug

for eye-glasses, confact lemses, orthopedic
appliance and the like. Such providers are provided with a
computer system similar to fhat in a phamacy, but granted
morelimited access to the patients’ data. For instence caly the
data pertaining fo eye treatment. - -

The healtheare information system is assembled by load-
ing the software onto the database management hardwarc and
connecting the system to a network preferably the Internet
and providing the finctionality described in a mammer which
is well known to those skilled in the art.

The Iocal comprter systems are similarly setup by loading
the software onto either a single purpose computer set up for
use with the healthcare information managementsystem oras
an application program on a nulti-purpose computer system.
The local system progyams will generally be combined into a
single program and the functjons would be accessed as menu
options in a manner well known in the art, While there are
mumerons functions implemeated by software, eachindividu-
ally is well described by its function and could be readily
coded by one skilled in the arf.

A healtlicare information management system is created
by enrolling patient members, healthcare providers, phamma-
cies, insurance companies and other members by obtaining
required information and providing patients with smart cards,
and patients, practitioners and pharmacies with computer
systems or software to operate their existing systems.

35
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FIG. 5 demonstrates & procedure Msystem ina
healthcare practitioners kce, here a physician, The physi-
ciansfarts the program instep’500, The asks whether
4 prescription is required 501. If no prescription is required
502, the physician authenticates to the system with a finger-
print biometric unit (step not shown) and if the authentication
is successful inserts the patient’s smartcard in the card reader
503, The physician fills out an on screen form inputfing rel-
evant details of the treatment, diagnosis, treatment codes, and |
scheduling the next visit. When the form is completed it is |
saved. The information on the page is written to the smart card
and if the program is run in the connected mode, simulta-
neously to the central database system. In the Iatter case, the
smart card and central database are synchronized 504.

If a prescription is required, the physician starts the pre-
scription program 506 and 507. The physician anthenticates
to the system (and central database if in the combined mode) -
508 using 2 biometric unit and the input is compared to the
data on file. If authenticated, the physician is prompted to -
select the correct patient record (if in cambined mode),
chooses a medication and enters the prescription defails info
the computer prescription form 509. The physician then

i uses an online assistance modale 516 which -
checks the prescription and dose based on the patient’s healffi
profile and the entered prescription, based on a knowledge
base of drug properties and interactions. If the prescriptionis
inappropriate suggestions are made and the program recycles
to the entry page (or allows the physician to ovenide and
proceed), The physician can optionally print a written pre-
scription. Once satisfied with the prescription, the card is
placed in the writing unit and the physician is prompted to
input relevant details of the treatmeat, diagnosis, treatment
codes, and scheduling the next visit. The prescription and
treatment information is written to the smart card and if the
program ig run in the connected mode, simultaneously to the
central database system. In the latter case, the smart card and
central database are synchronized when the card is writtento
514, The prescription is electronically signed with the physi-
cian’s signature before the prescription is recorded. An elec-
tropic message is sent to the patient’s preferred pharmacy
(read from the smart card).

AN

PIG. 6 shows the prescription process contimued ataphar- . - -

macy, The pharmacist places a smart card with a prescription
stored in it in the unit in step 602. The pharmacist starts the
prescription program, js prompted to authenticate (not
shown), and when authenticated reads a prescription from the
smart card 604. Alternatively, the pharmacist may choose an
option to read the prescription from an “electronic prescrip-
tion” with a digital signature 621, or to enter the infonmation
manually from a written prescription 605. The pharmacist
selects the medication from the storage and chooses whether
to scan the label or manually enter the medication identity if
the label cannot be scanned 606 and either scans the label 607
or manually enters it 608. The program compares the scanned
code 609 or entered data 611 to verify that the chosen medi-
cation is consistent with the prescription. If not the medica-
tion is rejected, if verified the pharmacist is asked to save the
fulfillment to the card 613, Electronic confinnation is aufo-
matically transmitted to the central database and also to the
prescribing practitioner 614. Details are recorded on the
smart card and the refills counter decremented 617. In the
event that an e-mail electronic prescription was used 621, the
electronic confirmations are transmitted when the pharmacist
indicates that the prescription is filled 618. Optionally awrit-
ten record is also printed 615 and 616. The process as shown
is operating in the standalone mode. If the process had been
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carried out in the connected mode the contents of the smart
card would have been synchronized with the central database
when the card was written to.

FIG. 7 shows an option of the program for checking a
patient’s insurance status based on information which has
been supplied by the insurance provider and downloaded to
the smart card when the card is synchronized. The smart card
is accessed 701 to verify eligibility and coverage, and the
record updated if necessary. The cardis checked forapastdue

5

balance 704, and if so the amount is collected 706 or service 10

denied 710, The required co-payment is determmed 708 and
collected 709.

It will be clear that other important health related data can
be stored on the smart card and thatonly certain minimal data
has been described. Also as smart card technology develops
further there will be a tendency for greater and greater
memory to be available on the card which will promote inclu-
sion of more data, One obvious option would to be to include
a domain for personal genome data (DNA analysis, gene and
phenotype data). In coming years there will be programs

. available to use this information for diagnosis and treatment,

Another use of the smart card technology coupled with a

_ central data base and local computer systems as described is

for marketing and testing pharmaceutical drugs. Maintaining
and tracking drug samples which pharmacies have tradition-
ally provided to physicians and clinics to distribute on a trial
basis is one example. Tracking these samples (for freshness
and content) is burdensome to physicians, and drug manufac-
turers de not get important feed back on success rate, side

-effects, and etc. Pharmaceutical companies could issue spe-

cial smart cards for sample medication, which wonld be con-
verted into a prescription by a physician and given to the
patient to use as an additional health care information system
card, The pharmacy would fulfill the prescription and be

" reimbursed for the cost of trial medications, The physicians®
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and pharmacy’s computer systems would contain additional _

funcnonahty to notify the pharmaceutlcal company in addi-
tion to each other when a prescription was issued and filled
using one of the special smart cards. A patient enrolled-in the
healthcare information management system benefits in many
ways. Patients are enabled to take control of their healthcare
records and can make them available selectively to practitio-
ners and other providers, providing a patient with improved

40

capabilities to obtain freatment and services from new prac- ~

titioners and phannacies and to immediately provide accurate
and current records to a new providers and to preserve the
integrity of the patient’s comprehensive health records.

Methods and systens are provided whereby a patient can
assemble a virtual clinic of otherwise unrelated care provid-
ers who have integrated “access to the patient’s megical
records in digital format.

Improved methods are provided for prescribing prescrip-
tions with computer provided assistance, utilizing the com-
prebeasive digital information about the patient and a know!-
edge base of prescribing information to produce an accurate
and safe prescription.

Improved methods are provided for fulfilling prescriptions
carried in digital form on a patient’s smart card, and utilizing
computer provided assistance to verify that the medicine pro-
vided to the practitioner is the medicine contained in the
prescription, and providing feedback to the prescribing prac-
titioner when the prescription is fulfilled.

Although the present invention has been described in con-
siderable detail with reference to certain preferred versions
thereof, other versions are possible. Therefore the spirit and
scope of the appended claims should not be limited to the
preferred versions herein.
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What is claimed is:

1. A method for managing healthcare data which allows a
multiplicity of healthcare users to assemble a virtual health-
care clinic, the method comprising the steps-of:- - - ——

a) providing a central data base system capable of holding
a multiplicity of health records, pertaining to a multi-
plicity of patients, wherein said database system is
accessible through at least one netwark connection;

b) entolling a phuralify of healtheare practitionets to create
a plurality of enrolled healthcare practitioners, wherein
enrolling a hiealthcare practitioner comprises providing
the healthcare practitioner with software operable on a
computer system for reading information from medical
portable access devices and writing treatment informa-
tion including medical prescriptions, to said medical
portable access devices, to a pharmacy directly by elec-
tronic mail and to the central database, and sending and
receiving electronic mail, and interacting with the cen-
tral data base over the at least one network connection;

c)enrolling a plurality of pharmacies o create a plurality of
enrolled pharmacies, wherein enrclling a phammacy
comprises providing the pharmacy with software oper-
able on a computer system for reading healthcare infor-

" mation including medical prescriptions written by one
of the plurality of enrolled healthcare practitioners from
said medical portable access devices, reading medical
prescriptions from the central database and reading
medical prescriptions from electronic mail, reading a
bar-code from & container confaining a medicine and
determining the identity of the medicine from the bar-
cade, comparing a medical prescription with the identity
of the medicine, and if the identity of the medicine
agrees with the medical prescription, writing a confir-
mation that the medical prescription has been properly
dispensed to one of said medical portable access
devices, and transmitting a direct electronic message to
the one of said plurality of enrolled healthcare practitio-
ners who wrote the medical prescription thatthe medical
prescription was properly filled, and updating the central
database that the medical prescription was prcperly dis-
pensed; .

d) enrolling a patient memher :

e) providing said patient member with a medical portable
access device;

1) programming said medical portable access device pro-
vided to said member with healthcare information rel-
evantto said patient memberand only said patienf mem-
ber;

g) synchronizing the healthcare information on said medi-
cal portable access devices with the healthcare informa-
tion contained in said central data base; and

h) repeating acts (d), (e), () and (g) for a multiplicity of
patient members creating a multiplicity of enrolled
patient members each having a medical portable access
device, and wherein any of the multiplicity of enrolled
patient members may interact with any combination of
enrolled healtheare practitionets and enrolled pharma-
cies, whereby by each of the multiplicity of enrolled
patient members can create a virtual clinic of healthcare
providers by choosing earolled healthcare practitioners
and enrolled pharmacies and presenting the portable
access device provided to the member for updating at
healthcare treatments and prescription fulfillment.

2. The method of claim 1 further comprising the act of

providing the multiplicity of patient members with software
operable on a computer system for reading the contents of
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their medical portable access device, and writing updated
information on the medical portable access device.

3. The method of claim 1 wherein the multiplicity of medi-
cal personal access devices comprise smart cards.

4. The method of claim 1 further comprising providing
earolled healthcare practitioners, and enrolled phamacies,
with software functiauality wherein the healthcare informa-
tion in the central database pertaining to an enrolled patient
member is automatically synchronized with the enroiled
member’s portable access device whenever the enrolled
member’s portable access deviceis accessed by eithera phar-
Mmacy computer system or practitioner computer which is

-connected to the central data base during access, whereby the

central database contains a backup for the portable access
devices and has up-to-date information. :

5. The method of claim 1, wherein the plurality of enrolled
hesltheare practitioners comprise representstives from at
least three professions chosen from the group-consisting of
chiropractors, opgmqekists,‘ dmlists, psychologists, opti-
clans, herbalists, podiatrists, and opticisns.

6. The method of claim § firther comprising providing
enrolled healthcare practitioners and enrolled pharmacies,
with functionality for suthenticating the identity of users by a
biometric measirement,

7. The method of clsim 1, wherein a plurslity heslthcare
prectitioners are unrelated except for being enrolled.

8. Themethod of cleim 5, wherein prescriptions contain the
digital signature of a healtheare practitioner.

9. A healthcare information system comprising: -

a)acentral data base system comprising a central data base

containing heal(hcare information pertaining to a multi-

. plicity of patients, said centraf data base system acces-

sible on at feast one extemal network;
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b)amnltiplici!yofme&calpomb!eacws-sdevim,”

wherein each of said multiplicity ofpatients has at least
one medical portable access device; -

c) a plurality of healthcare practitioner computer systems,
each healthicare practitioner compwter system compris-
ing a device for reading and writing to any of said mul-
tiplicity of medical portable access devices, an external
petwork communication conneetion, and software oper-
ating said healthcare pmctitiozer computer system,
comprising functionality for reading healthcare infor-
mation pertaining toa patient from said medical partable

" access devices, writing a record of treatment to said
medical
to one of said pluratity of medical porable access
devices, and sending at Jeast one electronic message on
the external network when a prescription is written to a
poriable access device; and

d) a plucality of pharmacy computer systems, each phar-
macy computer system comprising a device for reading
and writing to any of said plurality of medical portable
access devices, an external communication connection,

portable access devices, writing a prescription _

s

40

18
abarcode reader, and software operating said pharmacy
computer system, comprising functionality for reading
healthcare information pertaining to a patient from said
medical portable access devices, reading a prescription
for a prescribed medicine from said medical portable
access devices, reading a prescription for a preseribed
medjcine from a direct electronic message, readiug a
prescriptiona prescribed medicine from the central data-
base reading a barcode an a package of medicine, deter-
mining the identity of the medicine from the barcode,
comparing the identity of the medicine with the pre-
scribed medicine, if the identity of the medicine and the
prescribed medicine are identical, awtomatically send-
ing a direct electronic confimnation over the network to
an enrolled healthcare practitioner that a prescription

bas been properly dispensed and decrementing a refills -

counfer pertaining to a filled prescription to said postable
access devices.
10. The healthcare information system of claim 9 forther

20 comprising a multipficity of patieat computer systems, each .

patient computer system comprising a device for reading and
writing to any of said plurality of medical portable access
devices, an external communication connection, and soft-
ware operating said patient computer system, comprising
functioniality for reading healthcare information pertaining to
a patient from said portable access devices, and writing
updated health history information to said portable access
devices.

11. The healthcare information system of cleim 10 wherein
said healthcare provider computer systems, said pharmacy
computer systems and said patient computer systems fluther
comprise software functionality for optional connection to
said central database system, obtaininginformation from said
central database system, and synchronizing a portable access
device to the central database system automatically whenever
the portable access device is accessed while a computer sys-
tem is connected to the central database system.

. 12.Thehealthcare information system of claim 11 wherein
said healthcare provider computer systems, said pharmacy
camputer systems, and said patient compyter systems firther
comprise a biometric measurement device for authenticating
users,

13. The healthcare information system of claim 12 wherein

- the healthcare provider computer systems comprise function-

ality requiring biometric authentication before. accessing a
medical portable access device. . .

14. The healthcare information of claim 12 wherein said
healthcare provider computer systems, said phammacy com-

puter systems,. and said patient computer systems further

50 comprise software functionality for requiring biometric iden-

tification of a user using said biometric measurement device
prior to use,
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